
 INTRODUCTION & FEATURES

The Absolute Secure Endpoint Platform

The Absolute® Secure Endpoint platform provides unbreakable visibility to 
secure every device with unrivalled endpoint security and data risk management. 
When a device goes dark, your customers are exposed to cybersecurity 
risks. Customers can’t secure what they can’t see. 

Absolute Secure Endpoint eliminates blind spots and provides your customers 
with a constant, self-healing connection to all endpoints, even if they are not on 
the corporate network. This uncompromised visibility and real-time remediation 
eliminate dark endpoints so your customers can investigate potential threats and 
take action remotely when a security breach occurs.

Absolute gives them the power to:

• Monitor device, data, application and user activity — anywhere, anytime

• Remediate endpoint security risk and self-heal critical security applications

• Remotely lock down rogue devices or at-risk data, on or off their network

• Neutralize threats and prove compliance

• Enable resilience of their devices, apps and data

All Getac Windows devices are supplied with Absolute Persistence™ 

technology built into the firmware.

Absolute 
Control

Absolute 
Resilience

Persistence® • •

Track hardware • •

Monitor software • •

Capture device insights • •

Assess security posture • •

Understand device usage • •

Monitor device location • •

Remotely freeze devices • •

Delete data from devices • •

Enable firmware protection • •

Query and remediate devices immediately at scale •

Identify sensitive files on devices •

Persist and self-heal critical apps •

Investigate and recover stolen devices •
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Report and alert on software configuration changes or policy non-compliance •
CAPTURE DEVICE INSIGHTS

Collect Absolute defined data points from the DataExplorer Library1 • • •
Configure the collection of custom data points tailored to specific needs using 
the DataExplorer Builder •

ASSESS SECURITY POSTURE
Encryption status reporting • • •
Anti-malware status reporting • • •

UNDERSTAND DEVICE USAGE
Assess device usage by analyzing login/unlock and device interaction events • • •
Report on average daily usage by device • • •
Report on visited websites and active time spent on each one2 •

MONITOR DEVICE LOCATION
Track device location with 365 days of history • • •
Define geofences to detect unauthorized device movement • •

REMOTELY FREEZE DEVICES
Freeze a device with custom message – scheduled or on demand • •
Set an offline timer to automatically freeze devices • •

DELETE DATA FROM DEVICES
Selectively delete files • •
Perform an end-of-life device wipe with compliance certificate • •

ENABLE FIRMWARE PROTECTION
Manage supervisor password at scale3 • •

QUERY AND REMEDIATE DEVICES IMMEDIATELY AT SCALE
Run 130+ prebuilt workflows from Reach Library •
Run Custom Powershell or BASH scripts on devices •

IDENTIFY SENSITIVE FILES ON DEVICES
Discover PII, PHI, PFI, SSN, GDPR data and Intellectual Property 
on/off network •
Perform data risk assessment with estimated cost exposure •
Identify devices with sensitive files syncing with cloud storage 
(Dropbox, iCloud, Box, OneDrive) •

M A T R I X

• Boost employee productivity by automating manual, 
time-wasting IT and security tasks

HOW TO START THE CONVERSATION:
Q: Can you prove that your organization is compliant with HIPAA and HITECH regulations?
A: Absolute identifies and correct compliance violations on any device and makes audits painless with automatic 

compliance checks across your endpoint population.

Q: Are you able to remediate an off-network device after a data breach to protect sensitive patient 
information and privacy?

A: Absolute enables you to respond to incidents faster with the automatic location, freezing, and deletion of data 
and to protect sensitive patient data across every endpoint in any location - on or off the corporate network.
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remotely — has made schools easy targets, with outdated OS versions and inconsistent 
patching resulting in ever-widening security gaps. Use of online collaboration tools 
and remote desktop protocols has skyrocketed — increasing the risks of a ransomware 
attack2.

Absolute Software, embedded in the BIOS by all major PC manufactures, enables K12 
IT leaders to remotely monitor and manage their entire fleet, ensuring the effectiveness 
and safety of remote learning programs. Districts rely on Absolute to track devices, flag 
risks, and automate endpoint security — controls, apps, and agents — to safeguard 
online learning.

Problem: An Increasingly Complex IT Environment 
Remote learning creates new challenges. With limited resources and budget, IT and 
Security teams are faced with obstacles that must be managed remotely.

IT Asset Management
• Unable to locate, track and manage all devices — regardless of platform — from a 

single, cloud-based console
• It’s hard to manage device collection while physical distancing measures remain in 

place
• No way to recover missing devices
• No way to measure student device usage
• No way to verify what students are doing online and how much time is spent in 

online learning

Security
• Failing security controls like encryption, outdated anti-malware, and vulnerable OS 

versions create a risk of cyberattacks
• Remote helpdesk challenges increase when devices cannot be accessed physically
• No way to enforce updates and configurations on off-network devices
• Unknown personal data on endpoints creates the risk of non-compliance with CIPA 

& HIPAA

Learn more about how Absolute
can help your School District.

Visit: absolute.com/education

Web Usage gives us insight to how 
students are using in-class screen time, 
and allows us to update our web filters to 
guide them back to productive work. We 
also enjoyed the fact that we can ensure 
all of our devices are up-to-date.

ERIC RAMOS
CHIEF TECHNOLOGY OFFICER
DUARTE USD (3,400 STUDENTS)

“

1 Gallagher, S. Rash of ransomware continues with 13 new victims — most of them schools, ARS Technica, 
Aug 30, 2019
2 Absolute’s Distance Learning’s Impact on Education IT, 2020

For more information about how Absolute can help 
you stay in control of your endpoints, please contact 
your Getac sales representative or visit getac.com

https://www.getac.com/
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TRACK HARDWARE
• Report and alert on hundreds of hardware attributes
• Monitor device leasing reports
• Track new device activations and connection history
• Leverage pre-built or create custom reports
• Flag missing devices and be alerted when they connect to the internet

MONITOR SOFTWARE
• Assess installed software by device or population
• Report and alert on software configuration changes

CAPTURE DEVICE INSIGHTS
• Collect Absolute defined data points from the DataExplorer Library1

• Configure the collection of custom data points tailored to specific
needs using the DataExplorer Builder

ASSESS SECURITY POSTURE
• Encryption status reporting2

• Anti-Malware status reporting

UNDERSTAND DEVICE USAGE
• Login/unlock and device interaction events
• Report on average daily usage by device
• Report on visited websites and active time spent on each one3

MONITOR DEVICE LOCATION
• Track device location with 365 days of history
• Define geofences to detect unauthorized device movement

REMOTELY FREEZE DEVICES
• Freeze a device with custom message – scheduled or on demand
• Set an offline timer to automatically freeze devices

DELETE DATA FROM DEVICES
• Selectively delete files
• Perform an End-of-Life device wipe with Compliance Certificate

RUN QUERY OR REMEDIATION SCRIPTS WITH ABSOLUTE REACH
• Run 130+ prebuilt workflows from Reach Library
• Run Custom Powershell or BASH scripts on devices

SELF-HEAL CRITICAL APPS WITH APPLICATION PERSISTENCE
• BeyondTrust Jump™
• Cisco® AnyConnect
• Cisco® Secure Endpoint
• Citrix Workspace™
• CrowdStrike Falcon®
• Dell® Advanced Threat Prevention
• Dell® Encryption Enterprise
• Dell® Data Guardian
• ESET® Endpoint Anti-Virus
• F5® BIG-IP Edge Client
• Forcepoint™ DLP Endpoint
• FortiClient® Fabric Agent
• FortiClient® VPN
• Fortinet® FortiClient Fabric Agent
• Ivanti® Endpoint Manager
• Ivanti® Security Controls
• Lenovo® Device Intelligence
• Lenovo® Vantage
• Lightspeed Filter™ Smart Agent
• McAfee® Drive Encryption
• McAfee® ePolicy Orchestrator
• Microsoft® BitLocker
• Microsoft® Defender Antivirus
• Microsoft® Defender for Endpoint
• Microsoft® Endpoint Manager
• Microsoft® SCCM
• Nessus® by Tenable®
• NetMotion
• Netskope®
• Palo Alto® Cortex™ XDR
• Palo Alto® GlobalProtect™
• Plurilock Defend
• Pulse Connect Secure™
• Qualys® Cloud Agent
• SentinelOne®
• SmartDeploy®
• SmartEye
• Sophos® Endpoint Protection
• Symantec® DLP
• Symantec® Endpoint Security
• Tanium™
• Teramind Agent
• Trend Micro™ Endpoint Security with Apex One
• VMware® Carbon Black
• VMware® Horizon
• VMware Workspace ONE™
• WinMagic SecureDoc Encryption
• Ziften Zenith
• Any other application (activated through Absolute Services)

Secure Endpoint Features
Supported on Microsoft Windows OS

https://www.absolute.com/?utm_medium=pdf&utm_source=abt&utm_content=sol
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For more information about how Absolute can help 
you stay in control of your endpoints, please contact 
your Getac sales representative or visit getac.com

1 Contact Getac Sales to enquire about defining new custom device data points to be made available through the Absolute console.
2 Apple M1 based Mac devices require Absolute agent version 7.15 or above to be installed to capture updated Encryption status details. 
3 Only available for Chrome browser activity.
4 Only available for eligible Lenovo Devices.
5 North American, UK and Australian Education Customers only. Terms and Conditions apply. 
6 Absolute Insights for Endpoints leverages device data points across multiple Absolute features.
   The product’s OS support is directly related to that of the specific Absolute features which provide data to the product.

• Discover PHI, PFI, SSN, GDPR data and IP on/off network
• Perform Data Risk Assessment with estimated cost exposure
• Identify devices with sensitive files syncing with cloud storage

ENABLE FIRMWARE PROTECTION
• Manage supervisor password at scale4

INVESTIGATE AND RECOVER STOLEN DEVICES
• Recover stolen devices
• Service Guarantee for devices not recovered5 (Education only)

DERIVE HISTORICAL IT AND SECURITY INSIGHTS
• Absolute Insights™ for Endpoints6

ABSOLUTE PLATFORM FEATURES
• Absolute Control Mobile App
• Cloud-based console
• Predefined & customized alerts
• Universal SIEM connector
• Role-based access control
• Single sign-on
• 2-Factor authentication
• Absolute ITSM Connector for ServiceNow®

IDENTIFY SENSITIVE FILES ON DEVICES WITH ENDPOINT DATA DISCOVERY

Secure Endpoint Features
Supported on Microsoft Windows OS

https://www.getac.com/
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